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IlU GlobalNOC

¢» Formed in 1998 to provide operations for the Abilene Network

¢» The leader in operating Research and Education Networks

T
&» Staff of ~65 people (Indy and Bimt) - UITS Networks division

Service Desk: 24x7x365 Call Center & Monitoring Center
Network Engineering: Troubleshooting, planning and install
Systems Engineering & Tool Development: 11 engineers

Developing & supporting GRNOC toolset and systems

Operational support for research platforms like the Internet2 Observatory
and NLRview

Measurement collection and visualization
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Supported Projects
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What does the GlobalNOC do?
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What does the GlobalNOC do?

s Service Desk Services

Monitoring, problem tracking

_ GloballeC




What does the GlobalNOC do?
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GlobalNOC AlertMon

s Service Desk Services

Last Updated 14:29:05
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What does the GlobalNOC do?
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¢s Engineering
Troubleshooting

& Installation services
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What does the GlobalNOC do?

o Service Desk Services
Monitoring, problem tracking
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& Installation services

¢» Network Design and Consulting
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What does the GlobalNOC do?

¢s Service Desk Services
Monitoring, problem tracking
¢ Engineering
Troubleshooting
& Installation services

¢ Network Design and Consulting

N
& Software and Measurement
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IlU GlobalNOC and Measurement

o» Network data collections

¢» Experience with research infrastructure

>150 12 Observatory, NLRView, CIC, I-Light, Gigapop, I[U campus, etc..
measurement points

Co-located research equipment
& Visualization systems
Atlas

WorldView
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Measurement Data and Visualization

Flrewall Filter Visualization

© 2007 Indiana University
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Typical Measurement Points

¢» 1-10 servers per pop -- 1 and 2U rackmount, central data collection
» 10 Gb/sec capable
¢s Time source (GPS or CDMA)

& Software

Netflow/sflow, routing data, packet capture?

Active measurements (BWCTL, OWAMP, NPAD, NDT)
s SNMP stats (Utilization, Environmental, etc..)

& “Visible Network”, Router/Switch/NE Proxy, LLAMA
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Researcher Questions

¢ Where is the data?

Human readable and machine readable
¢» Why can’t | get the data?

Privacy, Cost, Technology
¢ State of the network?

Researcher often doesn’t know what they are looking for but see an
anomaly in their data

Topology (Virtual and Physical), Outages, Utilization, etc..
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Data Management and Network Data

¢ Metadata attached to measurement data
Operational Data - state of network and experiments
Data transformations - curated data
Dynamic Slice Provisioning as a source of data
Instrumenting the experiment
Experiment description language

Workflow Languages (BPEL,YAWL, etc..)

Policy info
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GENI

¢» National scale testbed for clean-slate research on networking
technologies

& Virtualized infrastructure

¢» GENI Meta Operational Center

Operational Dataset
Exploring Networks
of the Future

Emergency Stop

Concept of Operations
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NetKarma

Collaboration of GlobalNOC and Pervasive Technology Institute

Pl: Beth Plale Co-PIl: Chris Small

Record provenance of experiments on GENI

¢» Attach Data and Metadata related to a single experiment into an archive

How to deal with data intensive research?

How to | record experimental conditions of very complex experimental
apparatus

How do a create a recipe of an experiment?
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Openflow

» Run experimental protocols on production networks

s Separate control plane from data plane

U. Wash. : )
OpenFlow Wisconsin Rutgers
OpenFlow

¢ R
¢» Open standards - implemented by major switch vendors
o

C

¢» Campus Trial at Indiana University

. OpenFion &
Operations

Distributed measurement

d Princeton
OpenFlow

Inter-campus connectivity g Clemson

OpenFlow

GA Tech
OpenFlow

& http://www.openflowswitch.org
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http://www.openflowswitch.org
http://www.openflowswitch.org

Making data available

& GlobalNOC site

http://globalnoc.iu.edu/

5 Visualizations and raw data

5 PerfSonar

sV
e P
¢s Storage and curation
e P
N

ortals - DatCat

< New methods from NetKarma work??
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Security related data

ata traces (packet capture, Netflow) with data provenance

% D
% Security related counters (e.g. “firewall” filters on Internet2)
A

©

©

¢» Agility of attacks especially attacks on Internet infrastructure
Using BGP to cloak activities

¢» Experience with operations

Statistics on downtime

Security related tickets and outages
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Data Collection and Internships

¢» New ways to collect data
Network Operators run code developed by researchers
Return data to researchers that does not contain sensitive info
¢ Internships
2 Undergraduate intern positions filled, 2 more open
¢» Measurement suggestions

Tell us what data would be useful we’ll see if we can provide it
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